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SA-ERS Emergency Response System

Overview

by Syn-Apps

Use your existing Cisco Communications Manager IP
Telephony platform as a one-touch panic system. SA-ERS
integrates with Communications Manager to allow traditional
under-the-desk buttons to initiate a silent alarm and stream
audio and text to designated destination phones, providing the
security teams with real-time information, allowing them to
assess the situation and act as needed.



About Syn-Apps

Syn-Apps L.L.C. was founded in 2000 as a consulting firm focused
on developing software for IP telephony. Since that time Syn-Apps
has more than tripled in size and has expanded its consulting
services to include enterprise application development. We believe
that our relatively small firm is able to fulfill the needs of our
customers more efficiently and inexpensively than our larger
competitors.

Syn-Apps has an extensive knowledge base in numerous
technologies, including .NET, C#, VB.Net, SQL Server, Java, C++
and other mainstream development tools. Syn-Apps additionally
has a strong background in network design and networking
fundamentals. We believe this combination of experience in a
broad range of technologies allows us to offer our customers an
end-to-end application development solution.

We believe that in order to have a successful application
deployment one should not only understand the development
environment but also understand how the application will interact
with the rest of network. Syn-Apps employs one of the Cisco
Systems Engineers that was responsible for the network
development and design for many Fortune 100 companies. We
believe that this enables us to become a valuable asset to any
development team.

Syn-Apps developers have a wide variety of development
experience in many diverse industries. Our developers have been
employed by, or consulted for companies such as Microsoft, Cisco,
General Motors, General Dynamics, Bloomberg, and many others.
All of our developers have a keen understanding of the software
development life cycle and know how to develop successful
applications.

At Syn-Apps we understand the importance of a team environment
and are comfortable developing and sharing information to ensure
that the best of breed product is produced.
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1

Application Features

SA-ERS offers its users a multitude of features.

Call a number, press one button on your phone, or press an under-desk button to trigger a set
of user definable actions that would inform the security team of the existing problem.

You may call several security teams at once. The desk phone will not exhibit any signals which
may alert the intruder of the alarm.

E-mails and text messages can be sent at the same time. A template system is provided which
includes critical information in the message, such as:

o calling number

O user name

0 company

o location of the phone

o medical info of the user

The security teams can choose on their Cisco 7940/41, 7960/61 and 7970/71 IP phones from
several user-definable options which include:

o calling a number

0 hang up and calling back

o0 send e-mails and text messages.

A TAPI interface allows SA-ERS to monitor under desk buttons, reflected as analog phone
lines into Cisco Communications Manager.

Web interface built upon Microsoft .NET allows the user to manage security groups,
add/remove security phones for each group add/remove actions for each group and select
standard security responses.

Windows installer, with automated Communications Manager configuration.

Web management console.

SQL Server or MSDE databases.

Built-in support features, enabling us to quickly detect and correct problems if they appear.

© 2008 Syn-Apps
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2 System Requirements

In order for SA-ERS to function properly, there are a few system requirements that need to be met.
2.1  Application Server Requirements

The Server must meet the following requirements before the SA-ERS application will function
correctly.

e Microsoft .Net 1.1

e  Windows 2000 or Windows 2003

e Microsoft SQL Server 2000 or MSDE (Core Components)
e Microsoft IIS

e 1 gigabyte of system memory (minimum requirement)

e 1 gigabyte of hard disk space (minimum requirement

Windows 2003 Server

The Following items must be performed on a supported OS while logged in as the local
Administrator.

1. You must first download the Core Components. Once the install process has completed you
must start MSSQL$SYNAPPS, please note you must start before continuing.
2. Windows Components:
a. Internet Explorer Enhanced Security Configuration Box must be unchecked.

Windows Components Wizard Ed

Windows Components
'ou can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Details.

Components:

| ,& Internet Explorer Enhanced Security Configuration 0.0MB ;I
| Eg] tanagement and Monitoring T oolz E.3IMB

E:] Metworking Services 27mMg —
Eg] Other Metwark, File and Print Services 0.0 e

Wl B et Installation Servines 2Nk T

Description:  Includes A5P.HET, Intemnet Information Services [115), and the
Application Server Conzole.

Tatal digk gpace required: 3.4 ME Details |
Space available on dizk: 1796.7 MB —

< Back I Mest » I Cancel | Helg |

y .l © 2008 Syn-Apps
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b. Under Application Server the ASP.NET check box must be checked.

Windows Components Wizard

wWindows Components
Y'ou can add or remove components of Windows.,

To add or remove a component, click the checkbox. & shaded box means that anly
part of the component will be installed. To see what's included in a component, click
Details.

LComponents:

334 ME

Al (i A I

[ [ Certificate Services 1.4 MB

[] ™ E-mail Services 1.1 ME

[] ¢4 Fax Servires 79 MR LI

Dezcription:  Includes ASP.MET, Internet Information Services [I15], and the
Application Server Console.

Total dizk zpace required: 3.4 MB Details |
Space available on digk: 1736.7 MB —

< Back I Mext = I Cancel | Help |

To add or remave a companent, click the check box & shaded box means that only part
af the companent will be installed. To zee what's included in a component, click Details.

Subcomponents of Application Server:

% Application Server Conzole nomMBe ;I
: 0.0ME

@ Enable networl, COM+ access

O @ Enable network, DTC access nomMB
% Internet Information Services [115] 26.9 1B
[ = Message Queling E.5MB

[~
Dezcription:  Allows thiz computer to run ASP.MET applications.

Total dizk space required: 2.4 ME Details. |
Space availlable on disk: 17351 MB
] I Cancel |

Application Server E

3. ISP
4. Continue to Install Application

Windows 2000 Server

Your Windows 2000 Server does not require any additional components to be configured.

© 2008 Syn-Apps
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2.2

Cisco Communications Manager Requirements

Cisco Communications Manager Support

Cisco Communications Manager versions 3.x, 4.x, 5.x and 6.X.

Communications Manager must have auto-registration enabled if using the auto-registration
feature for Group setup in the SA-ERS Emergency Response System.

All servers must have the same Communications Manager version and Administrative ID and
password.

If applicable, all back-up Communications Manager servers must use the same SQL SA ID and
password.

Cisco TSP installation required in order to enable TAPI Service Provider.

© 2008 Syn-Apps
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3.1

3.2

Configuring Cisco TAPI Service Provider (TSP)

Follow the steps outlined below to set up your system for detection capabilities. These steps
must be completed in order for the system to function.

First, download the latest Cisco TAPI Service Provider (TSP) from the Communications Manager
Plugins URL located in Applications>Install Plugins.

Once you have downloaded and run the installation, you will need to configure the TSP.

Procedure for Windows 2000

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Open the Control Panel.

Double-click Phone and Modem Options.

Choose the Cisco TSP that you want to configure.

Click Configure. The system displays the Cisco IP PBX Service Provider dialog box.
Enter the appropriate settings as described in Cisco TSP Configuration Settings section.
Click OK to save changes.

Creating the TSP user in Communications Manager

Cisco TSP Configuration Settings

The following sections describe the fields in the Cisco_|IP PBX Service Provider dialog box:

e General Tab

e User Tab

e CTI Manager Tab

© 2008 Syn-Apps
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3.2.1

General Tab

The General Tab displays TSP and TSPUI version information, as illustrated in the following figure.

Cisco-IP PBX Service Provider

© 2008 Syn-Apps
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3.2.2 User Tab

The User tab allows you to configure security information, as illustrated in the following figure.

Cisco-IP PBX Service Provider y El

| CTI Managerl W ave I Trace I .-'-‘-.dvanu:edl Languagel

Iihnustnn

0K, Cancel Apply

58129

Table: User Tab Configuration Field contains a list of the fields for the User tab that must be set.

Field Description

User Name Enter the user name of the user that you want to give access to devices. This TSP can
access devices and lines associated with this user. Make sure this user is also
configured in the Cisco Communications Manager, so TSP can connect to
Cisco Communications Manager.

The TSP configuration registry keys store the user name and password that you enter.

Note You can designate only one user name and password to be active at a time for a
TSP.

Password  Enter the password associated with the user that you entered in the User Name field.
The computer encrypts the password and stores it in the registry.

Verify Reenter the user password.
Password

y .l © 2008 Syn-Apps
7
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3.2.3 CTI Manager Tab

The CTI Manager tab allows you to configure primary and secondary CTI Manager information, as
illustrated in the following figure.

Cisco-IP PBX Service Provider

General I Izer

— Primary CT1 Manager Location
" Mone

" Local Host
" IP Address: |

% Host Name: Igigantic-B

| "Wave I Trace I Advanced | Language

" MNone

— Backup CTI Manager Location

" Local Host
" |P Addiess: |
& Host Name; Igigantic-El

[TI Cancel | Spply |

28126

Table: CTI Manager Configuration Field contains a list of the fields for the CTI Manager tab that must

be set.

Field

Primary CTI
Manager
Location

Backup CTI
Manager
Location

Description
Specifies the CTI Manager to which the TSP attempts to connect first.

If the TSP is on the same computer as the primary CTI Manager, choose the Local Host
radio button.

If the primary CTI Manager is on a different computer, choose the IP Address radio
button and enter the IP address of primary CTI Manager or choose the Host Name radio
button and enter the host name of primary CTI Manager.

Specifies the CTI Manager to which the TSP attempts to connect if a connection to the
primary CTl Manager fails.

If the TSP is on the same computer as the backup CTI Manager, choose the Local Host
radio button.

If the backup CTI Manager is on a different computer, choose the IP Address radio
button and enter the IP address of backup CTI Manager or choose the Host Name radio
button and enter the host name of backup CTI Manager.

© 2008 Syn-Apps
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Creating the TSP user in Communications Manager

Complete these steps:

Select User > Add a New User from the main Cisco Communications Manager menu.

Lisen Srerems

Cisco/CallManager Administra
For Cisco IP Telephomy Solwtions

Cisco CallManager 4.0 Administration

Details I

Copyright [ 1999 - 2003 Cisco Systems, nc.
Al vights reserved,

Communications Manager - Insert New User

Enter the user information as required on the Add a New User page, and click Insert when you
are finished. Make sure you enable CTI Application Use for your new user.
User : New User

Etatus: Ready

Inser

First Mame I.John
Last Name*® Coe

=ar 10 Iidae

Usar Password* I“"‘"—
Confirm FPassword ® I""‘""—
PIN * =
Confirm PIN * l"’""“—
Talaphone Numbear I—
MHHHI;EF User 1D I—

I—

Department

Llzer Locals |¢ Mane > =]
Enanhle CT1 application Use o
Call Park Retrieval dllowed r

-

Enable Calling Party Mumber
rdodification

*indicatzs required iberm.

View page in |Eng|ish, Unitzd Stmesj

Page displayed at Fri apr 2 17:40:03 EST 2004
Copyright @ 1999 - 2003 Cisco Systems, Inc. All nghts reserued

1 © 2008 Syn-Apps
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Communications Manager — Device Association

Click the Device Association link.

User Configuration

|l DEvice Assn:ia% n
ofl Cisco IPMa

ol £ oo Mobil
mll SoftPhone

Uszer : Johh Doe

Skabus: Ready

Update I

First MHame Jnhﬂ
Last Mams* Doz
User 10 jdoe

User Password™

Changa. ..
PIN * Change...

The following page appears.

Associate all analog devices that will have a button connected to them. Do not select
Gateways.

Uzer Confiquration
Add & MNew Usesr

Back to Ucer List

Devi[kce Association

Device assighed to: jdoe (Doe, John)

status Ready

Find Devices Whers @

| Directory Mumber = |

[baginewih =] [700 Ssleci Davices |

Filter pctive
1 available dewice!s) listed at last search.
0 devicedsy controlled or owned at last search,

0 dewvice(s) selected currantly ta control.

[« check Al on Page F check allin Search Mo Primary Extension

fw 5= SEPDOI0I4C2EDE SEPOOZ004C2ED4E # Yooz

Updaie Seleced |

When you are finished, click Update Selected.

© 2008 Syn-Apps
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Communications Manager - Control Devices

You should see a screen similar to the following. The Controlled Devices field reflects the

association that you just made.

Note: The controlled device is the phone itself, not the associated Device Numbers.

| uses :JohnDos

Thatus Updats Cormplated
Updeta |

First Name

Last Marng*

Lksiar TG

Lkar Password*

PIN *

Takphone Pumbar

Manager Uszer [D

Capartmarit

Lkar Lacale

Enable CTI Application Lize

Call Fark Retrieval alowed

Enable Caling Party Mumber
Madification

A=zzociated PC

Privary Extension
Cantroliad Dawices

Erable authentication Progy
Righits

Cantrollad Cavice Frafies

* indicabes required item

tiahn

Coe

Jdne
Change. |
Changa.

< Mora » =
I
r
r

Mot Defired
a0
SERON2094C2E0HE

Falze

i

wiaw page R |Erglish Liiied Sheiae =

Page displayed at Man apr 5 16:04: 42 EOT 2004
copyright § 1999 - 2003 Ciuco Systems, Inc. al fghts reserded

TSP is now configured. This concludes the Configuring TSP section.

19
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4 Installation Procedure

To begin the installation, place the Syn-Apps application CD into the drive. The Syn-Apps
Splash screen will start automatically. Select the Install Applications link, install the Core
Components first. Once the Core Components install has completed, please make sure the
MSSQL$SYNAPPS service is started on your machine.

Next, click on the Install SA-ERS link from the Syn-Apps application CD.

If the Install Wizard does not start installation, manually begin installation by:
o Click Start off of the Desktop
o SelectRun
o Typein: E:\SA-ERS\SA-ERS.exe (where E: represents your CD drive)

1% setup - SA-ERS =] B3 |

Welcome to the SA-ERS Setup
Wizard

Thiz will ingtall 54-ERS 1.932 an your cormputer.

It iz recommended that pou close all other applications befare
continuing.

Click Mest to continue, or Cancel to exit Setup.

y .l © 2008 Syn-Apps
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License Agreement

You will be prompted to read your License Agreement to use the Syn-Apps SA-ERS product.
You may use your page down key to view by page. Once you agree with the terms, Click
Next to proceed.

= A

1% Setup - SA-ERS

License Agreement
Fleaze read the folloving important information before continuing.

Fleaze read the following Licensze Agreement. You must accept the terms of this
agreement before continuing with the inztallation.

[EMD-USER LICEMSE AGREEMENT FOR Syn-dpps LL.C.® SOFTWARE H

IMPORTAMNT-READ CAREFULLY: Thiz Syndpps LL.C. End-User License
Agreement ["ELILA"] iz a legal agreement between vou [either an individual perzon

or a zingle legal entity, who will be referred to in this ELILA a: "vou"] and Syn-dpps
L.L.C. for the Syn-dpps L.L.C. software product that accompanies this ELILA,

including any aszzociated media, printed matenal: and electionic documentation

[the "Software Product'’]. The Software Product alzo includes any software

updates, add-on components, web services and/or supplements that Syn-Apps

L.L.C. may provide to You or make available to “ou after the date Y'ou obtain vour
ifitial copy of the Software Praduct to the extent that such iterms are not ;I

f+ | accept the agreement

| do not accept the agreement

¢ Back I Hewt > I Cancel

© 2008 Syn-Apps
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Setup Information

Click Next after you have reviewed and verified the software product and version
requirements.

1% Setup - SA-ERS

= A

Information
Fleaze read the folloving important information before continuing.

“When pou are ready to continue with Setup, click Nest.

|FE equirements

Cizca Call Manager verzion: 3.7, 3.2, 3.3 ar 4.0 inztalled
Windowes 2000 ar Windows =P installed
Microzaft [15

Syn-dpps Core Components installed, which contains:
- Microsaft MET 1.1
-MSDE 20004
- fvailable at http: A v, zon-apps. net/Downloads. aspe Yproject_id=13

Cizco TAP! TSP driver [for Analoghd onitar]

¢ Back I Hewt > I Cancel

X
.

y .l © 2008 Syn-Apps
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Ready to Install
Click Install if you are ready to proceed with the SA-ERS installation.

1% Setup - SA-ERS

Ready to Install
Setup iz now ready to begin instaling SA-ERS on your computer.

Click Inztall to continue with the installation, ar click Back if vou want to review or
change any settings.

Destination location: ;l
C:AProgram Filesh\Spn-AppshSA-ERS

Start kenu folder:
Syn-dppstSA-ERS

¢ Back

*Please wait while Setup installs SA-ERS on your computer.

© 2008 Syn-Apps
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Installing

Once SA-ERS has been successfully installed, this message will appear. Click OK.

Install Ed |

L]
11) Component successFully installed.
T

The following dialogue will appear, click the Finish button to continue to SA-ERS configuration.

1% setup - SA-ERS =] B3 |

Completing the SA-ERS Setup
Wizard

Setup has finizhed instaling 54-ERS on vour computer. The
application may be launched by selecting the installed icons.

Click. Finizh bo exit Setup.

¥ Launch 54-ERS Configuratior:

© 2008 Syn-Apps
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5 Configuration Steps

In order to use the SA-ERS software, a valid license key must be obtained. You can register
and obtain product licenses by visiting the Syn-Apps website at www.syn-apps.com. If you
have already obtained your key, click Browse to locate the license file that you acquired
separately.

Click Next to proceed.

SA-ERS Configuration - Select a License File

" |Sun-Apps SA-ERS
Select a licenze file Pleaze choze the location of your license file. “'ou may type a new

folder name or click the Browsze button to find a location.
Pleaze select the directony where

wou zaved the license file you

received from Syr-épps by mail C:h Erowsze... |
The application will not work,

without a valid licensze file.

[tz name iz “Syn-bppzlicenze”.

Far an evaluation license, pleaze
gao ko <http:ddwene, syn-apps. et
and register.

E =it |

X
.

L]
° © 2008 Syn-Apps
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Configuring Communications Manager Addresses

Type the IP address of your Communications Manager Server(s). You are allowed to input a
maximum of five Communications Manager Servers. The first IP address field populated
designates the primary Communications Manager server. In the event that you wish to
designate a secondary Communications Manager for the SA-ERS Emergency Response
System to rollover to in case of system failure, you may designate up to 4 back up
Communications Manager servers. All servers are required to have the same administrator
user ID and password designated and must be running the same version of Communications
Manager. Additionally all back-up Communications Manager servers must be using the same
SQL SA password.

Click Next to proceed.

SA-ERS Configuration - Call Manager Addresses

B ",

“— lsyn-Apps SA-ERS

Call Manager Addresses
Primary Call b anager:

f10.0.0.201]

Pleaze enter the addresses of pour
Call Managers.

Call Manager 2:
Call Manager 3:
Call Manager 4:

Call Manager 5

< Back | Mext > I E it

© 2008 Syn-Apps
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Communications Manager Authentication

Enter the Windows user account name for the Communications Manager. (This user and
password must be the same on all Communications Manager servers and the Syn-Apps
application server.)

Click Next
SA-ERS Configuration - Call Manager NT Authentication
— 2Sun-Apps SA-ERS
F

Call Manager NT —
Authentication
Enter the user and password for Call Manager MT zer:
Call Manager MT adrminigtrator Iadministratnr
account. SA-Announce requires
wou ko be Iu:ugged_u:un Ic_u:al machine
[nat on the domain] with an Call Manager MT Passward:
identical uzer az the Call Manager T
MT Adriniztrator, with an identical I 1
password.

[zing the "adminiztrator” account,
with the pazsword identical to the
one on CallM anager is
recommended.

When it iz not pozzible to change
the use the local “administrator™
uzer, there iz the option of creating
a new uzer on all Callk anagers I :
uzed by SA-Announce, member of < Back | Next > Exil
the Adrministrators group, and with —

that zame name and password as
the local uger. L”

X
.

y l © 2008 Syn-Apps
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Application Database Server

If you have installed the Syn-Apps Core Components (Required), please enter SynApps as

your Instance Name.

Click Next to proceed.

SA-ERS Configuration - Application Database

R

B ",

L 1 Syn-Apps

SA-ERS

Application Database Server

Enter SCOL Server instance where
wou want bo install the application
database.

[F you installed Sprdpos Core
Comparants [recommended), use
“Syntpps” for the instance name.

Syn-dppz Core Components can
be downloaded fram
chittp: £ A, gun-

appz. het/Downloads, aspe?
project id=12F.

[f pou don't have a named
inztance, leave the instance name
field blarik.

'ou can only uze a local
databasze.

SOL Server

IS_I,InappsEIE

Inztance Mame [leave blank, far default):

[Bynépps

[atabaze Mame:

J54ERS 1.5

< Back | Mext > I

E it

© 2008 Syn-Apps



Configuration Steps

Communications Manager Authentication
Enter the Communications Manager Administrator account information.

Select Next to continue.

SA-ERS Configuration - Call Manager Authentication

X
.

-

R

B ",

L 1 Syn-Apps

SA-ERS

Call Manager Authentication

Enter the user and paszword for
the Call Manager adminiztrator
account. [It iz not always the same
with Call tManager HT
adminiztratar account).

Common account names include:
admersfralon, comadim,
Comammisialon

Thiz account iz used for access o
special URLs of CallM anager.

Call Manager Uzer:

Iadministratnr

Call Manager Fassword:

Ixxxxxxxx71

< Back | Mext > I E it

© 2008 Syn-Apps
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Other Parameters

Select Configure to continue

SA-ERS Configuration - Other parameters

~,

— 1 Syn-Apps

e Enter the SMTP Server address in the provided field.

e Enter the Mailer address in the provided field, this is the From field of outgoing messages
(this can be a fictitious address).

e Enter the Company Name in the provided field.

SA-ERS

Other parameters

Enter the address of your outgoing
rnail zerver [SMTP] to be used far
sending emails as a result of
sECUty events.

Mailer addrezs iz the address uzed
for the From figld when zending
emailz [ can be a fictive address |

SMTP Server:

|mail.s_l,ln-apps.net

b ailer address:

|security@5yn-.-’-‘-.pps.nel

Cornpary Marme:

{Syr-ppd

¢ Back | Eunfigurel

E xit

© 2008 Syn-Apps
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Successful Configuration

After clicking the Configure button:
You will see a series of windows and the status bar will be updated as steps are completed.

When the application is configured you will see the following success window.

Click OK to proceed.

SA-ERS Configuration Ed

The application was configured successFully

Activation Type

You are now required to activate your copy of SA-ERS.
Select Activate online if your SA-ERS server has access to the Internet.
Select By Email if your SA-ERS server does not have access to the Internet.

Click Next to proceed.

Activation Type

" Sun-Apps Activation Wizard

Activation Type
If you have intermet access vou
can proceed with ingtant Online

Activation, othensize choze

Activation By Email Select activation type;

& Orline

" By Email

< Back |

E =it |

X
.

y .l © 2008 Syn-Apps
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Online Activation

If you selected the Online option you will be presented with a success window once your
application is activated.

Click OK to continue.

Online Activation

!"‘.-\! - - -
" Sun-Apps Activation Wizard

Online Activation

Pleaze login in the Registration
web page and the registration
request will be zent to Spn-dpps.
You need a uger at Syn-Apps. net
to continue the Online
Registration. If you don™ have one

wet pou can create it now. SA-ERS E

Activation successFul,

<Back || Firsh | Ent |

Once the Install Wizard has completed the installation you will see a shortcut on the desktop
labeled SA-ERS.

This completes the SA-ERS Installation Procedure.

© 2008 Syn-Apps
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Application Setup Overview

The steps required to configure a successful SA-ERS deployment are listed below.

Configure Cisco TSP (TAPI service provider).

Create Actions for the SA-ERS Emergency groups to use.

o These actions are available to all Emergency groups. They are used by the Security
Monitoring Members when an emergency is invoked. They will display on the screen of
any IP phone that has XML capabilities when the Security Monitoring Members
presses the reply button.

Enter user information for each phone in the “Phone Settings” section

o This is the information that will be displayed to the security person when an emergency
event is invoked.

Create Emergency Groups and associate Security Monitoring Members and Phones that

are allowed to use the group. You will also compose the messages and actions that this

group will use.

o Security Monitoring Members are the people that you want to receive the audio
broadcast and the XML screen pop. You can have one or many Security Monitoring
Members. They will all hear the audio stream from the person in an emergency and
have the ability to reply to the event with any of the actions that you previously defined.

o0 The users that you allow to access this group will be able to call into this emergency
group and start an event.

When you have created your first group you can then start the service on the services

page.
0 SA-ERS has two services:
= SA-ERS Broadcaster service — This is the main service and must be started for the
application to function. You can only start the service after you create your first
group.

=  SA-ERS Analog Monitor service — This is used if you implement analog emergency
panic buttons. This service is not required unless you have implemented
emergency buttons.

If using manual registration in Communications Manager, register the group using the

Communications Manager administration utility.

Start the services and refresh the phone settings.

© 2008 Syn-Apps
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Services

Double click on the SA-ERS shortcut that was created on your desktop at the end of
installation. This will bring you to the home page of the SA-ERS Emergency Response
System. The application can also be started by browsing to
http://<SA-ERS-Host-Machine>/SA-ERS.

Click the Services menu item to test Call Manager connectivity and import phone information.

/2 5A-ERS Notification System by Syn-Apps >3>>> - Microsoft Internet Explarer

Fle Edt View Favortes Tools Help | i

@Back ~ ) - [¥] (2] | search Favortes & Meda & - B
Address |£¢§] hitp:£410.0.0.16/5A-ERS default aspx =] B |unks *

} Sl_-l FI—AD PS SA-ERS Notification System

Group Management | Phone Management | Actions | Services | History | Li | Help | Troubleshooting |

Services
The SA-ERS Broadcaster service is stopped.

Start | Stop | Restart | Refresh Status |

The Analoghonitor service is stopped.

Start | Stop | Restart | Refresh Status |

Refrash Phones Settings

IV wait for group phones to be autoregistered In Call Manager (you need ko snable Auto-registration in Call Manager for this)

Analog Phanes Name: {1 VG, ATAOD] 1%, SEPOD0023451642
AnslogPhonesModel Type: [ =]

Apply Analog Phones Filter

&) Dane [ [ |4 meemnet b

Until the first group is created the service is stopped. You will see a message on the Services
page stating: The SA-ERS Broadcaster service is stopped and the SA-ERS Analog Monitor
service is stopped.

Click Refresh Phone Setting

This will pull all phones and extensions from the Communications Manager server into
SA-ERS. Once completed, a message will display stating “Phone Settings have been
successfully read from Communications Manager.”

For initial Setup it is recommended to check the box at the bottom of the screen titled: “Wait for
group phones to be auto registered in Communications Manager.” This will eliminate
several steps during the initial setup. To have this box checked you must enable
auto-registration in Communications Manager.
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Configuring Actions

The first step is to configure actions that will be used by the SA-ERS groups.

Select Actions from the application menu.

Once the actions page appears click New Action.

; SA-ERS Motification System by Syn-Apps

File Edit Yiew Favorites

Tools  Help

Microsoft Internet Explorer

Qak - O - 4 )

. | - Search 7 Favorites @ Media & | - LB

Address I@ http:f{10.0,0.16/3A-ERS/def ault, aspx

Y

3

? Sl:l n Ap pS SA-ERS Notification System

| Go | Links

Actions
Select Action To Edit: I =l
Action Type: | Send Cut Text Message ta Phones =l
Mew Action i Save Action Delete Action |
|&] Done l_ l_ l_ |4 Tntermet
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Configuring Actions
In the Action Name field type in a logical action name that the users will recognize.

Select one of the Action Types from the dropdown box

o Close connection and call back user — When selected by the Security Monitor Member
this action will cancel the current emergency event and call the user back
automatically.

e Send out E-mail Message — When selected, this action will send out an e-mail
message with the configured text to the configured list of e-mail addresses

e Send out text Message to phones — This action sends an XML text message to the
display of all phones selected in the action configuration.

e Send out Text Message to Sender — This action only sends a defined XML text
message to the source phone. The phone that initiated the emergency event.

Fill in the appropriate information for the action type selected.

E-mail addresses — You can enter multiple e-mail addresses if you separate them with a
semicolon.

Message — The message to be displayed if the action is selected in the event of an
emergency.

Click Add Action. Now you are ready to enter User information for each phone.

a SA-ERS Notification System by Syn-Apps == - Microsoft Internet Explorer =] E3
File Edit Yiew Favorites Tools Help | ;'I'
QBack ~ & - [« A . | ' Search =7 Favorites @ Media 4= | - B
Address |®j http: {/10.0.0, 16,/ 54-ER S {def ault aspx = Go |Links >
S |
L s
—\g App
7 l_-l SA-ERS Notification System
Group Management | Phone Management | Actions | Services | History | License | Help | Troubleshooting |
Actions
Action Marme: I
Action Type: |Sand Qut Text Message to Phones |
=
Message: ’
[~
Add Company Add Sender | Add Location | Add Medical Infa | Add Manager | Add Miscellaneous |
i Lisk Byt " Phane @ Extension Filter: Apply |
‘When vou add a Shared Line all the phones that use it will be added. A phone is added with all it's coresponding lines,
2002 - Auta 2002 i’
: 2007 - Auto 2007 Add
PR 2008 - Auto 2006 —
2010 - Auto 2010 Remove
2013 - Aubo 2013 ;I i
Add Action | Cancel
|g’] Done ’_’_’_ & Internst 4

X
.

L]
° © 2008 Syn-Apps
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9 Configuring User Information

Select the Phone Management menu item.

The Phone Management page is used to enter user information on a per phone basis. This
information is used by e-mail and group notifications, explained later in the Configuring Groups
section.

The following fields are available:

o Filter: Apply afiler to the phones listed in the Select Phone to Edit dropdown menu.

e Select Phone to Edit: The phone to be updated.

e Phone Location: Enter a description of the phones location.

e Medical Information: Enter medical information for the phone user.

e Manager: Enter the manager of the phone user.

e Miscellaneous: Enter miscellaneous information.

e Associated Button: Select the MAC Address of the Emergency Button associated
with this phone. This dropdown menu is populated with devices that match the filter
on the Services page.

43 SA-ERS Notification System by Syn-Apps = >3 - Microsoft Internet Explorer

Eile Edit ‘iew Favorites Tools Help | lﬂ-’
QBack &) - l_'] il] . | ' Search - Favorites @' Media 2 A=) =

Address [&] hetp:/j10.0.0.18/54-ERSdefault. aspx B |unks >

=y )]
- »

; Sl_-l N-APPS SA-ERS Notification System

Phone Management
Filter: I F\D_D'YI Le: 20 for all the extensions begining with 20
Select Phone To Edit: IZDUZ - SEPO0O36B0D3TFS ;I
Phone location: |5r-tipps Lab S
Medical information: IDiahetic
Managet: IIan Pitts
Miscellaneous: |5ecurity Phone
Associated buttan: |N0 buttan =l
Save | Cancel |
[&] Done ’_ l_ ’_ | Tnternet 4

L]
° © 2008 Syn-Apps
g_/l
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10  Configuring Groups — Auto Registered in
Communications Manager

There are two sections for Configuring Groups - this section describes creating a group with the
“Wait for group phones to be auto registered in Call Manager.” box checked on the SA-ERS Services

page.
Select the Group Management menu item.

Click the New Group button.

3 5A-ERS Motification System by Syn-Apps >>>> - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | ff'

Qoack ~ £ - [« [2) | .- Search - Favorites @ Media 4= - i B

Address [&] http:}/10.0.0.16/54-ERS(default. aspx | Go | Lirks ®
S ey

C 3

Q_/B Syn-Apps SA-ERS Notification System

Group Management
Select Group To Edit; | ;I
&eneral | Phanes | Ernail notification | Actions |
Group Phone:
Security Message:
Add Company Add Sender Add Lacation Add Medical Infa Add Manager Add Miscellaneous |
Mew Group Save Graup Delete Group =
El
|&] Dore ’_ ’_ |_|0 Inkernet v

y l © 2008 Syn-Apps
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10.1

General Tab

Select Group Management from the main menu. The General tab is where the group name is entered

and the Security Message template is defined.

In the Please Enter Group Name field enter a logical group name that the users will recognize.

In the Security Message field enter the message to be sent to Security Monitoring Members of the
group (this message will be displayed on all Security Monitoring Members phones in the event of an

emergency).

3 SA-ERS Motification System by Syn-Apps - Microsoft Internet Explorer

File Edit View Favorites Tools Help | :r'
@Back - &3 - [ [2] o | - Search <7 Favorites @ Media £ -8B

Address [&] hitp://10.0.0.16/5A-ERS/default aspx B |unks ?

gy

c 3

Group Management

General | Fhones | Ermnail natification | Actions |

? Sl_-l n Ap pS SA-ERS Notification System

e

Flease Enter Group Mame: I

Group Phone:

Security Message:

Add Company add Sender Aadd Location Add Medical Info

Security Alert: {Sender} requests assistance at location {Location}, ;I

Manager: {Manager}

Medical info: {Medicallnfol

(Other info: {Miscellaneous) _I
>

Aadd Manager add Miscellaneous |

Add Group Cancel

|:§'] Done

EL I @hewe
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10.2 Phones Tab

Click the Phones tab of the Group Management page.

There are two separate fields populated with phones, add phones to their respective groups by
selecting the phone in the proper input field and clicking the corresponding Add button:

e Security Monitoring Members: Users who receive this groups defined actions.
e Phones that can access this security group: Devices that can initiate this particular emergency.

Note: Phones that can access the security group (i.e. kick off the emergency event) should not be
made Security Monitoring Members. This is because the event sends audio from the initiator to all
monitoring members; if the initiator is a monitoring member then the process will fail.

If there are no Email Notifications or Actions to add to this group, click the Add Group button and
proceed to the Restarting the Service section. Otherwise continue.

/3 SA-ERS Motification System by Syn-Apps =33 - Microsoft Internet Explorer

File Edit ‘iew Favaorites Tools  Help | lﬂ'
QBack b > I_'] &'] . | - Search - Favorites 4" Media & -5 B
Address [ @] http:/10.0.0.16/54-ERS/defaulk. aspx | EJeo | Lnks

S e

: 3

u} Sun-Apps SA-ERS Notification System

Group Management | Phone Management | Actons | Services | History | License | Help | Troubleshooling |

Group Management

Yiew List By: " Phane © Extension Filker: I Apply

When you add a Shared Line all the phones that use it will be added. A phone is added with all it's coresponding lines.

2002 - Auto 2002 ﬂ
: e : 2007 - Aukto 2007 Add
Security Maonitaring Members: 2008 - Auto 2003
2010 - Auko 2010 Remove

2013 - Auto 2013

2002 - Auko 2002
2007 - Aukto 2007
2008 - Auko 2003
2010 - Auto 2010 Remaove
2013 - Aukto 2013

L L

Phones that can access this ikl

security group:

KR

Add Group Cancel

|&] Done ’_ ’_ ’_ | Tnternet >

X
.

y .l © 2008 Syn-Apps
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10.3

Email Notification Tab

Click the Email Notification tab of the Group Management page.

Enter the email address of the members who are to receive notification of this event in the To
field. Multiple addresses’ can be entered by separating them with a semicolon.

Enter the email message to be sent in the Email Message field. Use the hot-buttons at the
bottom of the page for adding variables to the message.

If there are no Actions to add to this group, click the Add Group button and proceed to the
Restarting the Service section. Otherwise continue.

3 SA-ERS Motification System by Syn-Apps === - Microsoft Internet Explorer

File Edit View Favorites Tools Help | :r'
QBak - &) - ¢ [@ @ | /- Search <7 Favorites @ Media 42 -5 B
Address |g“| htp:ff10.0.0. 16/54-ERS) defaulk. aspsx j Go | Links *

2Ty - =
? Sl_-l n Ap pS SA-ERS Notification System

Group Management

¥ | Actions |

General | Phones |

To |

Security Alert: {Sender} requests assistance at location {Location}, ;I
Manager: {Manager}t
Medical info: {Medicallnfo}

Email Message: Other info: {Miscellaneous}t

-

Add Company Add Sender Add Location Add Medical Info Add Manager Add Miscellaneous |

Add Group Cancel

|féj javascript:void 0; ’_ ’_ ’_ |° Inkernet S
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10.4 Actions Tab

Click the Actions tab of the Group Management page.

Add Actions to the group by selecting them in the left-hand field and clicking Add to add them to the
right-hand field.

Once you have finished adding actions, click Save Group.
After Saving the Group a Group Phone MAC Address will be provided on the General page.

In order for the Group to be active within the SA-ERS system the service will need to be restarted and
phone settings refreshed (see Restarting the Service for details).

/3 SA-ERS Motification System by Syn-Apps =33 - Microsoft Internet Explorer

File Edit ‘iew Favaorites Tools  Help | ;'f

Qbxck -8 -[® A @ | ' Search - Favorites @4 Media & -5 B

Address |&] htep:110.0.0,16/56-ERS default aspx | Beo |unks >
— —

: 3

g—’/} Sun-Apps SA-ERS Notification System

Group Management | Phone Management | Actons | Services | History | License | Help | Troubleshooling |
Group Management
General | Phones | Email notification  Ackions |
Actions! Add
Remowve
Add Group Cancel
|&] Done ’_’_ ’_ | Tnternet >

y .l © 2008 Syn-Apps
7



50

SA-ERS User Guide

10.5

Restarting the Service

Select Services from the main menu.
Click the Restart button.

Click the Refresh Phone Settings button.

Microsoft Internet Explorer

=3 SA-ERS Motification System by Syn-Ap

File Edit Miew Favorites Tools Help

- B

o | ' search 7 Favorites @ Media £

Qbeck - O - 1)

8

Address I@ http:f10.0.0,16/34-ERS/default, aspx
DS )
»

u} Syn-Apps SA-ERS Notification System

Troubleshooting |

Phone Management | AcHons | Services | History | License | Help |

Group Management |

Services

The SA-ERS Broadcaster service is running.

Restart | Refresh Status |

Stark | | Stop I
The AnalogMonitor service is running.
Stark | Stop Restart | Refresh Status |

Refresh Phones Settings |

Phones settings have been successfully read from Call Manager,

¥ it Far group phones to be autoregistered in Call Manager {vou need to enable Auto-registration in Call Manager For this)

Analog Phones Marne: | ie: VG, ATADDL1%, SEPO0D0Z3451642

El

Analog Phones Model Type: |Cisc0 ATA 186

Apply Analog Phones Filker |

Links **

’_ ’_ ’_ | tnternet

|®j Done
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10.6 Verifying the Group ID
Select Group Management from the main menu.
Find the new group in the Select Group to Edit pull down menu.
The Group Phone field will show the groups extension (Group ID) that was translated from the MAC

Address (only for auto registration in Communications Manager, see Manually Registered in Call
Manager for manually adding the group device).

/3 SA-ERS Motification System by Syn-Apps =33 - Microsoft Internet Explorer

File Edit Wiew Favaorites Tools  Help | ;'f

OBack bt > |J Iﬂ , | ) Search 57 Favorites 4 Media 42 - i =

Address |éj hitp: (10,00, 16/58-ERS /def ault. aspe: | Go | Links *
— — ey

g—/} Sun-Apps SA-ERS Notification System

Group Management | Phone Management | ActHons | Services | History | License | Help | Troubleshooting |

Group Management

Select Group To Edit: ImyNewGroup ;I

General | Fhones | Ernail notification | Ackions |

Group Phone; 2018

Security Alerk: {Sender} requests assistance at location {Location}. ;I
Manager: {Manager}
Medical info: {MedicalInfa}

Sree iy PlasseEs (Other info: {Miscellaneous}

=

Add Comparny Add Sender Add Lacation Add Medical Info Add Manager Add Miscellaneous |

Mew Group Save Group Delete Group

&) bone ’_ ’_ ’_ |4 Tnternet 5

Congratulations! You have created your first group! Repeat steps as needed.

o ) © 2008 Syn-Apps
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11

—

Configuring Groups — Manually Registered in
Communications Manager

There are two sections for Configuring Groups - this section describes creating a group with the
“Wait for group phones to be auto registered in Communications Manager.” box unchecked on the
SA-ERS Services page.

With the box unchecked a group is created within SA-ERS and must be manually configured to register
within Communications Manager.

Follow the steps in the above section Auto Registered in Communications Manager until you have
created a new group.

After saving the group a Group Phone MAC Address is provided in the Group Phone field which is
located on the Group Management page under the General tab.

Copy the MAC Address listed in the Group Phone field, it will be used to manually register the group
phone within the Communications Manager administration utility.

The SA-ERS application page may be left open while adding the group manually within the
Communications Manager system.

© 2008 Syn-Apps
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11.1 Adding the Group Phone Device

Open the Cisco Call Manager Administration tool.

Select Device>Add a New Device

=3 Cisco CallManager 3.2 Administration - Cisco CallManager Administration - Microsoft Internet Explorer

J File Edit \Miew Favorites Tools Help

J =Eack - = - 7t | iChsearch (3 Favorites  C#History ||%v =]

J."-\I:_Idress I@ http:/fcem32deyfcecmadminimain. asp

Application  Help

—~- ~ j - | o Cisco SYSTEMS
Cisco/CallManager Admir £ Pt

For Cisco IP Telephony Solutions

e Load Information
FPhone Button Template

Cisco CallManager 3.2 Administration

Details |

Copyright © 1999 - 2002 Cisco Systems, Inc.
All rights reserved.

Select Phone in the Device Type field

Click Next

Syetern Route Plan Service Feature Dav

ce User Application Help

. e : CIseo SYSTEMS
CiscoCallManager Administration -
For Cisco IP Telephony Solutions

Add a New Device

Select the type of device you would like to create:

Device type®

Status: Ready

* indicates required item W= Cancel Changes

© 2008 Syn-Apps
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Communications Manager - Adding a New Phone

Select Cisco 30 VIP in the Phone Type field
Click Next

tem Route Plan

—~= —~ j . : Cisco SYSTEMS
Cisco/CallManager Administration
For Cisco IP Telephony Solutions

Add a New Phone

Select the type of the phone you would like to create:

Phone type®*

Status: Ready

* indicates required item MNext Cancel Changes |

In the MAC Address * field Paste in the MAC Address that was copied from the SA-ERS
Group Management section (Remove the SEP prefix from the pasted MAC Address)
Description field is auto populated. The remaining fields are populated with the standard
settings

Click Insert

Click OK

System Route Plan  Service Feature Dewvice User Application Help

~- —~ / . . Cisco SysTEms
Cisco/CallManager Administration
For Cisco IP Telephony Solutions

= - Add a new phone
Phone Conflguratlon Back to Find/List Phones
[BiFecRNGmBERIIN phone: New

Lines can be added after Status: Ready
the new phone is inserted
in the database. Insert | Cancel Changes |

Device Information

MAC Address™ lm

Description ISEPFFFF3E4F2C3E

Device Poal* |Defau|t j (Migw details)
Calling Search Space |SyanppstDfCSS j

Media Resource Group List |< Mone » j

User Hold audio Source |1 - SampleAudioSaurce j

Metwork Hold Audio Source |1 - SampleAudioSaurce j

Location |< MNone > j

Phone Button Template Information

Phone Button Template® IDefauItBD WP j (Wiew button list)

Firmware Load Information {leave blank to use default)

Phone Load Mame I

55

.1 © 2008 Syn-Apps




56

SA-ERS User Guide

Click OK on the message confirming the phone has been inserted and requesting if you would

like a directory number.

Microsoft Internet Explorer

The phone has been inserted in the database, Would wou like
ko add a directory number For line 1 of this phone now?

Zancel |

Click in the title on the left hand side labeled “Devices using this Directory Number’

Click Insert - the Directory Number appears within the Directory Number field.

System  Route Plan S 3= atL User

Cisco/CallManager Administration
For Cizco IP Telephowy Solutions

Directory Number Configuration

Status:
SEPFFFF3E4F2C3B
=P (Line 1) Insert | Cancel Changes |

Ready

Directory Number
Directary Number®
Partition

Directory Number Settings

Yoice Mail Profile

Calling Search Space

Uzer Hold audio Source
Metwork Hold Audio Source
Call Waiting

Auto Answer

Application  Help

Gisco SYsTEMS

5000

I(Nune) vl
|<N0ne> j

{Choose <Monex> to use default)

| <Mone > hd|
|<Nune> j
I(Ncme) j

|Aut0 Angwer Off j

Call Forward and Pickup Settings

Yoice Mail

Farward all r

Foruward Busy r

Destination Calling Search Space

| |<None> j
| |<None> j

Configure Device (SEPFFFF3E4F2C3BY
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Communications Manager - Directory Number

A confirmation message appears stating a directory number has been assigned.
Click OK

Microsoft Internet Explorer x|

The directary number has been assigned ko the current device, Click OF to
return to the current device, or Cancel ko staw on the Directory Mumber page.

Cancel |

The Phone group is now created within Communications Manager to match the Phone Group
with SA-ERS Intercom. The SA-ERS server is ready to be restarted to link the Phone Group.

If the SA-ERS application is not open, double click on the SA-ERS Shortcut.

Select Settings from the main menu.

Click the Restart button.

Click the Refresh Phone Settings button.

Select Group Management from the main menu to view the new group.

57
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12

License Information

Your company’s License Information is available within the SA-ERS web interface.
Select License from the main menu.

/3 SA-ERS Notification System by Syn-Apps

= - Microsoft Internet Explorer
File Edt “iew Favorites Tools Help | f,’
Qerak ~ &3 - [x] & | - Search - Favorites o Media £ | - h B
address |:éj hittpef10,0,0. 16/S4-ERS{default. aspx d| Go | Links >
2y B - |
3
— {syn ApPppSs
? l:l SA-ERS Notification System
| Help | Troubleshooting |
License Information
License ID : df639d7e-ba3f-46ac-a961-8c01ab91d7c3
Date 1 3/3[2005 1:34:46 PM
Customer name : Syn-Apps Lab {synapps02)
Tvpe : Praduction
E:xpiration date : 1j1/2050
Fhones count 1 100000
J | N
|&] pone l_l_l_ # Internst 4

.l © 2008 Syn-Apps
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Select Help from the main menu.

This page explains the basic steps for a successful deployment. If you have any questions
please refer to this page.

ication System by Syn-Ap crosoft Internet Explorer
File Edt “iew Favorites Tools Help | ,'
Qerak ~ &3 - [x] & | - search ' Favorites @ Meda 4 -8 B
address |Q hittpef10,0,0. 16/S4-ERS{default. aspx Bl |unks >

4

3

&_/3 Syn-Apps SA-ERS Notification System

Group Management | Phone Management | Actions | Services | History | License Troubleshooting |

Actions

*You can define four types of actions to be available to security groups' members.

Close Connection and Call Extension will close the security connection and will make a call to a specified extension.

Close Connection and Call Back User will close the security connection and will rmake a call badk o the user who initiated the secL
call.

« Send Out Email Message will send an email message to one or mare email addresses (use ';' 10 separate the email addresses).
Send Out Text Message to Phones will send a text message to a defined list of phones.

Send Out Text Message to Sender will send a text message back to the phone who initiated the security call.

Using the buttons near the Message textbox you can insert information about the phone who initiated the security call,

Phone Management

In this page you can associate information such as Phane Location with the phones.

‘ou can also chose a button for the phone. When the button is pressed the phone will call his security group.
Each time vou make modifications to associated buttons vou have to restart the analoghonitor from the Services page.

Group Management

ol

|8j Dong

EEEl

l © 2008 Syn-Apps
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Troubleshooting

Select Troubleshooting from the main menu.

Info

The Info tab is the default Troubleshooting view. It contains application registry settings and
other basic application information.

/3 SA-ERS Notification System by Syn-Apps

File Edt “iew Favorites Tools Help | L

Microsoft Internet Explorer

Qerak ~ &3 - [x] & | ) search ' Favorites @ Media 4% -8 B

Address I@ hitkp: f§10,0.0,16/34-ERS{default, asp:x

CEZ o

] 3

L/E Syn-Apps SA-ERS Notification System

EE

Links >

Group Management | Phone Management | Actions | Services | History | License | Help |

Troubleshooting

Infa | Tesks | Prepare Repork: ‘ Service log level |

Registry settings from key HKEY_LOCAL_MACHINE\SOFTWARE"Syn-Apps'\SA-ERS

Path : C:\Program Files\Syn-AppsiSA-ERS
sEtupiersion f LR

Call Manager IP Address 1 : 10.0.0.201

Call Manager IF Address 2

Call Manager IF Address 3

Call Manager IF Address 4

Call Manager IP Address 5

crMTAdminlser + administrator L
crMTAdminPassword sk

sqlServerMame : synapps02

sglInstanceMame + Syndpps

sqlDatabasehlame 1 SAERS 1.5

cmAdminUser + admiristratar

cAdminPassiord o

smtpServer : mail.syr-apps.net

mailerFromaddress 1 security@Syn-Apps.net

companyMarns i Syn-Apps

crmSqiDBMame + CCMO301

s

EEE

4 |

|g‘] http:f§10.0.0.16/5A-ERS|Troubleshooting. aspx

/'/—j
.l © 2008 Syn-Apps
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14.2 Tests

In the Test Phone pull down menu select an extension near you.
Click Run all tests
1. A message will display on the application screen confirming if the database
connection was successful.
2. Look at the phone you selected to test and verify if it shows Test on the display

screen.
/] SA-ERS Notification System by Syn-Apps > - Microsoft Internet Explorer
File Edit VYiew Favortes Tools Help | #
QBack -~ &3 - [ [2] ; | ' Search - Favarites @4 Media 42 - LB
Address |g"| hitp:£110.0.0. 16/ 5A-ERS/dsfault. aspx | Go | Links
) —
; 3

‘—/3 Syn-Apps SA-ERS Notification System

Group Management | Phone Management | Actions | Serwvices | History | License | Help | Troubleshooting |
Troubleshooting

Info  Tests | Prepare Repart | Service log level |

Filker: I Apply II.e: 20 for all the extensions begining with 20

Test phone: |2826 - Eric Cormay ;I

Run all tests |

Phone Info was succesfully read,

Database Connection succesfull,

SA-ERS Broadcaster restarted.

authenticate.inc and authenticate.asp are on Call Manager and authorize process works,

*ou should see Test displayed on 2826 - Eric Conway. If you see the text then the authaorize procees works and the application can send xml to phones.

4 | 2
|&] pone |_|_|_|° Inkernet 4
If the test fails, review the confirmation data on the application screen and the web.config
settings to determine where the connection was lost.
( .X, © 2008 Syn-Apps
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Prepare Report

The Prepare Report tab contains a method for preparing an error report for Syn-Apps
Engineering.

To Prepare a Report, first make sure you have experienced the problem with the Service Log
Level set to the appropriate selection (See: Service Log Level for more info).

Proceed by filling out a description of the problem in the provided field. Click the Prepare
Report button to prepare the report. Once completed, the application will provide you with the
location of the report (a directory under the application install). Zip up the directory and send it
to support@syn-apps.com.

; SA-ERS Notification System by Syn-Apps - - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | ﬂ'

OBack >0 - I_l] Igl] ;. | ' Search ¢ Favorites &4 Media b1 =

Address |g"| hitp:10.0.0. 16) S8-ERS/default . aspx | Go | Links **
o —
; 3

Q_—/} Sun-Apps SA-ERS Notification System

Group Management | Phone Management | Achons | Services | History | License | Help | Troubleshooting |

-
Troubleshooting
Info | Tests Prepare Report | Service log level |

This will prepare a report For SynApps in the Report: Folder containing wour description of the problem, a

backup of application database, log files For site and service, content of Componentyersion table from

Call Manager and the default phone load For different phone models.

wehat is the problem?

Type a detailed description of the problem here.| ;I
=l

Prepare Report |
[&) |4 Internet 4
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14.4 Service Log Level
The Service Log Level tab contains fields for setting the level of error reporting in the application.

The default settings are shown in the figure below. Set the level lower, or to NONE, to log less
information and save hard drive space. You must restart the service for any changes to take effect.

3 SA-ERS Notification System by Syn-Apps = - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help | f;'

Qbxck - & - ¥ B @ | - Gearch <7 Favorites @ Media 42 - s B

Address [@] http:/i10.0.0.16/5A-ERS/defaulk. asp | Edeo | Lnks ®
— ~
G !

Q_/B Syn-Apps SA-ERS Notification System

Group Management | Phone Management | Actions | Serwices | History

| Ucense | Help | Troubleshooting |

Troubleshooting

Info | Tests | Prepare Report

Select minimum log level For service, IF vou select ALL, the logs will be very detailed but the service may
work slower, IF vou select SIGNIFICAMNT the logs will contain the errors and significant entries. You need
to restart the service in order to apply these settings.

Console Minimurn Error Level,

T
For console when you start de service with -debug parameter || SLGHIGLEAH]) ;I
File Minimurn Error Level, [
For TraceFile.txt located in your service Folder || 2 GHIGLEAN —I
Output Debug Minimum Error Level, II NONE ;I
For debug information captured with Dbgview.exe application |

|Q£| Done l_ l_ l_ |0 Internet 4

. © 2008 Syn-Apps
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Troubleshooting Tips

SA-ERS System Not Responding:

To investigate any issues with the SA-ERS the Help section in the web interface will provide
you details of any failures.

In the SA-ERS web interface:

Click Help tab

Select Phone Extension to test

Click Run all tests

View results provided on the screen

Refresh Status of the SA-ERS Services:

If you have made changes to the phone groups and they are not showing up in the Group
Management tab refresh the system to display the new changes.

In the SA-ERS web interface:

Click Settings tab

Select Refresh

Halt SA-ERS Services:

In the SA-ERS web interface:
Click Settings tab

Select Stop

Resume SA-ERS Services:
In the SA-ERS web interface:
Click Settings tab

Select Start

Group ID unavailable after creating a Group

Once you have created a new group there should be a Group ID provided after linking the new

group into the Communications Manager System. This Group ID is replaced by a MAC

address from the initial creation.

Determine the configuration for linking the groups from SA-ERS System and Communications

Manager

Open the SA-ERS System application

Click Settings from the menu

At the bottom of the screen verify if the box is unchecked or checked stating: Wait for group

phones to be auto registered in Communications Manager.

1. If the box is checked verify that auto-registration is enabled within Communications
Manager

2. If the box is unchecked perform the manual steps within Communications Manager with the
MAC address provided after creating the group within SA-ERS System.

© 2008 Syn-Apps
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